Commonwealth Password Reset
Self Service Password Reset Guide

COT has implemented a new method for unlocking and resetting your account password. This guide assumes
you have already registered for Commonwealth Password Reset (SSPR) with 2 authentication methods

previously. If you have not already registered, you may do so by going here: https://aka.ms/mysecurityinfo.

Account Reset or Unlock:

1. There are two methods available for accessing the new SSPR
portal.
a. The portal can be accessed from any web browser by
navigating to:
https://myaccount.ky.gov

b. When using a state-issued laptop, you may have the
option to launch the portal from the login screen by
clicking the Password Reset link below the password
field.

Other user

FIN\John.Smith|

word

Reset password

Sign in to: FIN

2. Enter your Username or Email address and complete the
captcha and click next.

How do | sign in to another domain?

Sign-in options

TEAM
KENTUCKY
Get back into your account

-

Wha ara wi ?
Who are you:
To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Usemame: *

ontoso.onmicrosoft.com or user@contoso.co!



https://aka.ms/mysecurityinfo
https://myaccount.ky.gov/

3. On the next page you will see two options. The first option “I forgot my password”, will allow you to
reset your password. The second option “I know my password, but still can’tsign in” allows you to
unlock your account. With this second option you know your password, but your account may be
locked due to several invalid password attempts during login.

Reset Password Option S

Unlock Account Option /

TEAM
KENTUCKY
Get back into your account
Why are you having trouble signing in?

r—) | forgot my password

Mo worries, we'll help you to reset your password using the security info you registered with us

/i:'l know my password, but still can’t sign in

This might happen because you tried signing in with an incorrect password too many times

If you choose this option, you'll keep your existing password and we'll unlock your account so you can sign in again.

4. Once you select an option and click next you will see a two-step verification page. This page will allow
you to choose from a list of methods that you previously registered for SSPR. Two are required to

complete the request to unlock

Verification Step 1:

your account or reset your password.

Verification Step 2:

TEAM
KENTUCKY

Get back into your account
verification step 1 > verification step 2 = unlock your account

Please choose the first contact method we should use for verification:

TEAM
KENTUCKY

Get back into your account

verification step 1 v > verification step 2 > unlock your account

Please choose the second contact method we should use for verification:

O Text my mobile phone What was the name of your childhood hero?

® Text my mobile phone In order to protect your account, we need you to enter your complete mobile ‘ |

phone number [

will then receive a text message with a

L Call my mabile phone

Ocal my mobile phone verfication code which can be used to reset your password What is the last name of your favarite teacher in high school?
(®) Answer my security questians ‘ |
O Answer my security questions | Enter your phone number What is your favorite food?
O Approve & notification an my ‘ |
Text

authenticator app

O Entera code from my
authenticator app

Cancel

Cancel




5. After verification you will be unlocked or able to set your new password depending on your selected

option.

TEAM
KENTUCKY
Get back into your account
@ Vour account has been unlocked

TEAM
KENTUCKY
Get back into your account

verification step 1/ = verification step 2 v/ » choose a new password

* Enter new password:
I J

Confirm new password:

| |




