COT-F181

Revised: 11/17/2011

COT-F181

Effective:  01/01/2012, Revised:  09/30/2014

Commonwealth Office of Technology
Staff Service Request Form (and COT Entrance/Exit Form)

	Reference Instructions:  COT-F181i
	Mail completed form to:  
COT, Commonwealth Service Desk, 101 Cold Harbor Drive, Frankfort, KY, 40601 OR send electronically to:  CommonwealthServiceDesk@ky.gov


	Date:  
	COT Billing Number:  

	Requestor Name:  
	Telephone Number:       

	Cabinet Technical/Security Contact Name:  
	Telephone Number:       

	Cabinet Technical/Security Contact Signature:  

	Staff /Group Info Table
	Staff Member requests:  all information is required.
Group requests (email distribution list, web-mail accounts, etc.) provide as many details specific to the request as possible.
	Complete this table for all Services EXCEPT “COT Windows Server” and “Database Access”

	
	
	Status:   FORMDROPDOWN 

	User Name:  

	
	
	Name (First, Middle, Last):
	

	
	
	Title:
	

	
	
	E-Mail Address:  
	Telephone Number:       

	
	
	Cabinet - Agency:
	

	
	
	Office:
	

	
	
	Division:
	

	
	
	Branch:
	

	
	
	Section - Team:
	

	
	
	Work (location) Address 1:
	

	
	
	Work (location) Address 2:
	

	
	
	Physical location (floor, etc):
	

	
	
	City, State, Zip:
	

	
	
	If contractor/vendor, company name:
	


SECTION 1:  Select Service(s) from dropdown menus:  (when complete, submit form if no services from Section 2 are required)

 FORMDROPDOWN 

Basic Mailbox (Rated Service Description)
 FORMDROPDOWN 

Enhanced Mailbox (Rated Service Description)

 FORMDROPDOWN 

Telephone (deliver to staff address above)
 FORMDROPDOWN 

Genifax Account (Rated Service Description)
 FORMDROPDOWN 

Active Directory (AD) Account
 FORMDROPDOWN 

Entrust Account
 FORMDROPDOWN 

Lync Account
 FORMDROPDOWN 

Computer Type (select one, Consolidated Agencies, New Staff Member Only)
Provide explanation if “Modify” selected for Section 1 Services:       
Section 1 Comments:      
SECTION 2:  Select Service(s) from dropdown menus then select the link to complete details:



 FORMDROPDOWN 

COT Mainframe (Section 4)
 FORMDROPDOWN 
 
Home Folder/Shared Folder Permission (Section 5)

 FORMDROPDOWN 

COT Windows Server (Section 6)
 FORMDROPDOWN 

COT UNIX Enterprise Servers (Section 7)

 FORMDROPDOWN 

VPN (Section 8)

 FORMDROPDOWN 

Enterprise Business Intelligence Administration (Section 9)
 FORMDROPDOWN 

Database Access (Section 10)
 FORMDROPDOWN 

Other - Define:      
Ctrl+Click on the Section Number links above to proceed with your request.
Section 3: Services Are Restricted to Commonwealth Office of Technology Staff Only:


	COT Event Type:    FORMDROPDOWN 

	Start Date:  
	Finish Date:  
	 FORMDROPDOWN 
      GotSource

	HEAT Role:     FORMDROPDOWN 
    
	 Primary HEAT Team:*(List Additional Teams In Comments)        

	 FORMDROPDOWN 
  
PMIS: Complete the following PMIS Table:

	PMIS Table
	State Employees:
	KHRIS ID: 
	KHRIS Default Activity Code: 

	
	Contractors:
	Pass-through billing at vendor rate?     FORMCHECKBOX 
 Yes        FORMCHECKBOX 
 No

	
	Full Legal Name:
	
	Position Title/Role: 

	
	Org. Unit/Branch:   
	
	Team:  

	
	Branch Manager:
	

	
	Timesheet Approver (if different than Branch Mgr):
	

	 FORMDROPDOWN 

Wireless Device (Rated Service Description)

	Provide explanation if “Modify” selected for Section 3Services:       

	Comments/Description:        


SECTION 4  – Mainframe (z/OS Server)










Action:   FORMDROPDOWN 
  
User ID or Prefix Required:       
 COT USE ONLY:
TSO
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO
Alias:      
Catalog:        
SDSF

 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO
Group:       
KyNET
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO
Group:      
Sessions:       
If Production:  Start Date:       
End Date:       
List the complete dataset name and select the requested level:  

Level
  FORMDROPDOWN 

Dataset        

Level 
  FORMDROPDOWN 

Dataset        

Level
  FORMDROPDOWN 

Dataset        

Level
  FORMDROPDOWN 

Dataset        

Level
  FORMDROPDOWN 

Dataset        

List additional groups the User ID should be connected to:
Default group:
     

Additional groups:  
     
     
     
     
     
Additional groups:  
     
     
     
     
     
Additional groups:  
     
     
     
     
     
Additional groups:  
     
     
     
     
     
List additional Transactions the User ID should have:

Transactions:  
     
     
     
     
     
Transactions:  
     
     
     
     
     
Transactions:  
     
     
     
     
     
Transactions:  
     
     
     
     
     
Section 4 Comments/Description:        
TIP:  Ctrl+Click on the following links if you prefer to navigate to a specific section of this form:

►Beginning ►Home Folder/Shared Folder Permission ►COT Windows Server  ►COT UNIX Enterprise Servers ►VPN ►EBI ►Database Access
SECTION 5  – Home Folder/Shared Folder Permission





Server Name/DFS Link:
     
Folder Path:
     
If Production:  Start Date:       
End Date:       
Select one:
 FORMCHECKBOX 
 Delete Folder


 FORMCHECKBOX 
 Create Folder (Complete Section 6 for permissions to be applied to folders)
 FORMCHECKBOX 
 Modify Network Folder Permissions: Complete the following 
(if request is for a New User list the Domain\Persons Full Name):
 FORMDROPDOWN 

Domain\User:      

 FORMDROPDOWN 

Domain\User:      

 FORMDROPDOWN 

Domain\User:      

 FORMDROPDOWN 

Domain\User:      

Section 5 Comments/Description:        
TIP:  Ctrl+Click on the following links if you prefer to navigate to a specific section of this form:

►Beginning ►Mainframe ►COT Windows Server  ►COT UNIX Enterprise Servers ►VPN ►EBI ►Database Access
SECTION 6 - COT Windows Server Support









Target Domain:       


Target Server:         
If Production:  Start Date:       
End Date:       
USERS and GROUPS:  Define the User(s) and the Group(s).  Administrator permissions require Change Management Approval.
	Define the USER(S)

	USER

CODE
	Domain\Username
(User Code will identify each user in other tables)
	Create

Delete

Existing

	1
	     
	 FORMDROPDOWN 


	2
	     
	 FORMDROPDOWN 


	3
	
	 FORMDROPDOWN 


	4
	
	 FORMDROPDOWN 


	5
	
	 FORMDROPDOWN 


	6
	
	 FORMDROPDOWN 


	7
	
	 FORMDROPDOWN 


	8
	
	 FORMDROPDOWN 


	9
	
	 FORMDROPDOWN 


	10
	
	 FORMDROPDOWN 



	Define the GROUP(S)

	GROUP

CODE
	Create Delete Modify
	Specify Domain\Groupname or Server\Groupname
(Group Code will identify each group in other tables)
	Users or Group Codes
	Add

Delete

	A
	 FORMDROPDOWN 

	     
	     
	 FORMDROPDOWN 


	B
	 FORMDROPDOWN 

	     
	     
	 FORMDROPDOWN 


	C
	 FORMDROPDOWN 

	     
	     
	 FORMDROPDOWN 


	D
	 FORMDROPDOWN 

	
	
	 FORMDROPDOWN 


	E
	 FORMDROPDOWN 

	
	
	 FORMDROPDOWN 



FILE FOLDER, FILE SHARES and FTP: Define the FTP, Share, and/or File Folder.  List the Directory Structure and the applicable File Folder, Share, or FTP name as instructed. 

	FILE CODE
	Define the File Folder, File Shares and/or FTP

	
	FTP

Share

Folder 
	Create Delete Existing
	FTP:  Add

Modify
	File Folder:  Directory Structure required
File Shares: if Create, Directory Structure required
	File Folder:  leave blank
File Shares:  list Share name
FTP:  list Site or Virtual Directory name

	F1
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	     
	     

	F2
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	     
	     

	F3
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	     

	F4
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	     
	

	F5
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	 FORMDROPDOWN 

	
	


ASSIGN PERMISSIONS:  Set the User/Group permissions to the File Folder, File Shares and/or FTP.  

	Select File Code (F1, F2, F3…) from above
	Type Group Code (A, B, C…)  OR User Code (1, 2, 3…) from above (type “All” to indicate all Groups or Users)
	Assign Permissions

	 FORMDROPDOWN 

	Group:       
	User:      
	 FORMDROPDOWN 


	 FORMDROPDOWN 

	Group:       
	User:      
	 FORMDROPDOWN 


	 FORMDROPDOWN 

	Group:       
	User:      
	 FORMDROPDOWN 


	 FORMDROPDOWN 

	Group:       
	User:      
	 FORMDROPDOWN 


	 FORMDROPDOWN 

	Group:       
	User:      
	 FORMDROPDOWN 



BACKUPS: List the Full Directory Name(s) to be backed up:  

1: 
2: 
3: 
4: 
Section 6 Comments/Description:        
TIP:  Ctrl+Click on the following links if you prefer to navigate to a specific section of this form:

►Beginning ►Mainframe ►Home Folder/Shared Folder Permission ► COT UNIX Enterprise Servers ►VPN ►EBI ►Database Access
SECTION 7 - COT Enterprise UNIX Servers









User Status:  FORMDROPDOWN 
  
If Existing User, this Request Type is: 
 FORMCHECKBOX 
 Modification
 FORMCHECKBOX 
 Deletion

If Deletion Request:  Retain files owned by the Account:   FORMCHECKBOX 
 No        FORMCHECKBOX 
 Yes


If Yes, Name of person ownership is to be transferred: 
If this request is for an Application ID, specify the individual(s) responsible for account ownership:
     
Server Name(s) on which the account should be added or modified:  
     


Unix User Group Name(s) to which the account should be added:  
     
Sudo access that should be granted to user:  
     
Is there a reason why this password should not expire?   FORMCHECKBOX 
 No        FORMCHECKBOX 
 Yes-attach Security Exemption Request (COT-F085)
If Production:  Start Date:       
End Date:       
List any additional information (read/write permissions, restricted shell access, etc.):  
     
Section 7 Comments/Description:        
TIP:  Ctrl+Click on the following links if you prefer to navigate to a specific section of this form:

►Beginning ►Mainframe ►Home Folder/Shared Folder Permission ►COT Windows Server  ► VPN ►EBI ►Database Access
SECTION 8 - Virtual Private Network (VPN)



User Status:  FORMDROPDOWN 
  
User ID: 
Requested Action:  FORMDROPDOWN 
 
 If “Change” explain: 
SELECT:
 FORMCHECKBOX 
 IPSec VPN

 FORMCHECKBOX 
 SSL VPN: 
Machine Name:  
 FORMCHECKBOX 
 Netmotion VPN:
Active Directory UserID for this account: 
Section 8 Comments/Description:        
TIP:  Ctrl+Click on the following links if you prefer to navigate to a specific section of this form:

►Beginning ►Mainframe ►Home Folder/Shared Folder Permission ►COT Windows Server  ►COT UNIX Enterprise Servers ►EBI ►Database Access
SECTION 9 – Enterprise Business Intelligence (EBI) Administration



Must be requested by an authorized technical contact that has ownership of the data.
Active Directory (AD) User Name:
      


OR Employee ID:
      
Department Code (3 digit code):    
	Environment:   FORMDROPDOWN 


	Requested Action:
	 FORMCHECKBOX 
 Create EBI Agency Administrator Account

	
	 FORMCHECKBOX 
 Create EBI Agency User Account

	
	 FORMCHECKBOX 
 Delete EBI Agency Administrator Account

	
	 FORMCHECKBOX 
 Delete EBI Agency User Account

	
	 FORMCHECKBOX 
 Modify Existing User Account
	Explain: 


Section 9 Comments/Description:        
TIP:  Ctrl+Click on the following links if you prefer to navigate to a specific section of this form:

►Beginning ►Mainframe ►Home Folder/Shared Folder Permission ►COT Windows Server  ► VPN ►COT UNIX Enterprise Servers ►Database Access
SECTION 10  – Database Access  






Database Access requires a COT-F085 Security Exemption Request – attach to this request.
	RDBMS type - ORACLE:

	Database Name:  
	     
	Environment:    FORMDROPDOWN 
 
If “Other” define: 

	Database Account Action:    FORMDROPDOWN 
  
 
	Start Date  
	End Date 

	Oracle

Login Name/Account
	 Schema Name(s) /
 List of Tables:  
	Grant / Revoke
	Access Type
	If Access Type = “Other” define:

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	
	
	 FORMDROPDOWN 

	 FORMDROPDOWN 

	

	Oracle Comments/Description:        


	RDBMS type – SQL SERVER:
	Server Name:
	     
	SQL Server:
	  FORMDROPDOWN 
   FORMDROPDOWN 

Instance: 
 FORMCHECKBOX 
 Default    

 FORMCHECKBOX 
 Named: 

	Database Name(s):
	     
	Environment:   FORMDROPDOWN 
 

If “Other” define: 

	Comments:       

	

	1. SQL Login Name/Account:


	Authentication:   FORMDROPDOWN 

	Start Date:  
	End Date:  

	Server Role(s):
	 FORMCHECKBOX 
 None  
	 FORMCHECKBOX 
 BulkAdmin
	 FORMCHECKBOX 
 dbCreator
	 FORMCHECKBOX 
 DiskAdmin
	 FORMCHECKBOX 
 ProcessAdmin
	 FORMCHECKBOX 
 SSMSUser

	Grant/Revoke:  FORMDROPDOWN 

	 FORMCHECKBOX 
 Public
	 FORMCHECKBOX 
 SecurityAdmin
	 FORMCHECKBOX 
 ServerAdmin
	 FORMCHECKBOX 
 SetupAdmin
	 FORMCHECKBOX 
 SysAdmin
	

	Db Role(s):
	 FORMCHECKBOX 
 None
	 FORMCHECKBOX 
 AccessAdmin
	 FORMCHECKBOX 
 BackupOperator
	 FORMCHECKBOX 
 DataReader
	 FORMCHECKBOX 
 DataWriter
	

	Grant/Revoke:  FORMDROPDOWN 

	 FORMCHECKBOX 
 DDLadmin
	 FORMCHECKBOX 
DenyDataReader
	 FORMCHECKBOX 
 DenyDataWriter
	 FORMCHECKBOX 
 Owner
	 FORMCHECKBOX 
 Public
	 FORMCHECKBOX 
 SecurityAdmin

	Securable Name(s) / Specify SQL Server Object(s):
	

	Grant/Revoke:  FORMDROPDOWN 

	Access Type:   FORMDROPDOWN 

	If Access Type = “Other” define:  


	2. SQL Login Name/Account:


	Authentication:   FORMDROPDOWN 

	Start Date:  
	End Date:  

	Server Role(s):
	 FORMCHECKBOX 
 None  
	 FORMCHECKBOX 
 BulkAdmin
	 FORMCHECKBOX 
 dbCreator
	 FORMCHECKBOX 
 DiskAdmin
	 FORMCHECKBOX 
 ProcessAdmin
	 FORMCHECKBOX 
 SSMSUser

	Grant/Revoke:  FORMDROPDOWN 

	 FORMCHECKBOX 
 Public
	 FORMCHECKBOX 
 SecurityAdmin
	 FORMCHECKBOX 
 ServerAdmin
	 FORMCHECKBOX 
 SetupAdmin
	 FORMCHECKBOX 
 SysAdmin
	

	Db Role(s):
	 FORMCHECKBOX 
 None
	 FORMCHECKBOX 
 AccessAdmin
	 FORMCHECKBOX 
 BackupOperator
	 FORMCHECKBOX 
 DataReader
	 FORMCHECKBOX 
 DataWriter
	

	Grant/Revoke:  FORMDROPDOWN 

	 FORMCHECKBOX 
 DDLadmin
	 FORMCHECKBOX 
DenyDataReader
	 FORMCHECKBOX 
 DenyDataWriter
	 FORMCHECKBOX 
 Owner
	 FORMCHECKBOX 
 Public
	 FORMCHECKBOX 
 SecurityAdmin

	Securable Name(s) / Specify SQL Server Object(s):
	

	Grant/Revoke:  FORMDROPDOWN 

	Access Type:   FORMDROPDOWN 

	If Access Type = “Other” define:  


	3. SQL Login Name/Account:


	Authentication:   FORMDROPDOWN 

	Start Date:  
	End Date:  

	Server Role(s):
	 FORMCHECKBOX 
 None  
	 FORMCHECKBOX 
 BulkAdmin
	 FORMCHECKBOX 
 dbCreator
	 FORMCHECKBOX 
 DiskAdmin
	 FORMCHECKBOX 
 ProcessAdmin
	 FORMCHECKBOX 
 SSMSUser

	Grant/Revoke:  FORMDROPDOWN 

	 FORMCHECKBOX 
 Public
	 FORMCHECKBOX 
 SecurityAdmin
	 FORMCHECKBOX 
 ServerAdmin
	 FORMCHECKBOX 
 SetupAdmin
	 FORMCHECKBOX 
 SysAdmin
	

	Db Role(s):
	 FORMCHECKBOX 
 None
	 FORMCHECKBOX 
 AccessAdmin
	 FORMCHECKBOX 
 BackupOperator
	 FORMCHECKBOX 
 DataReader
	 FORMCHECKBOX 
 DataWriter
	

	Grant/Revoke: FORMDROPDOWN 

	 FORMCHECKBOX 
 DDLadmin
	 FORMCHECKBOX 
DenyDataReader
	 FORMCHECKBOX 
 DenyDataWriter
	 FORMCHECKBOX 
 Owner
	 FORMCHECKBOX 
 Public
	 FORMCHECKBOX 
 SecurityAdmin

	Securable Name(s) / Specify SQL Server Object(s):
	

	Grant/Revoke:  FORMDROPDOWN 

	Access Type:   FORMDROPDOWN 

	If Access Type = “Other” define:  


SQL Server Comments/Description:        
TIP:  Ctrl+Click on the following links if you prefer to navigate to a specific section of this form:

►Beginning ►Mainframe ►Home Folder/Shared Folder Permission ►COT Windows Server  ►COT UNIX Enterprise Servers ►VPN ►EBI
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