SHARED
RESPONSIBILITY

Your Role in Keeping the
Commonwealth Data Safe
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WHO IS
RESPONSIBLE

FOR

SECURITY?

@ Put your answer in the
Teams chat.




SECURITY =
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Every click. Every application. DECISION e
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Every decision. Every report. i REPOR 2
communication/alert
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REAL-WORLD SCENARIO #1

“1 JUST NEEDED TO
GET MY JOB DONE.”

® You need a tool to complete
@ an assignment.

The approved software doesn’t
quite do what you need.

You upload the file.

“ You find a free online tool.
v

It works perfectly.

What’s the problem?
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CONVENIENCE

¢ API;R;S/\/ED
AUTHORIZATION e

Monitored

Supported
Free doesn’t mean safe. 3
@ Available doesn’t
mean approved.
Useful doesn’t mean
authorized.

When in doubt,
verify before you use it.

FREE TOOL
QUICK FIX
UNKNOWN

€ Not Reviewed
€& Unverified
€ Unmonitored

& Unpredictable 34

{ PDF |
Converter
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REAL-WORLD SCENARIO #2

“Al CAN HELP ME
WITH THIS...”

Confidential Information
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Type your message...

t#H PUBLIC Al TOOL
"4

~

You have a lengthy
document to review.

@ You open a public Al tool.
N

You paste the information
into the prompt.

.
Seconds later, you have an _ & A
y o )

excellent summary.
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What did you just - .
give the Al? ELWYN RAINER II
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THE TAKEAWAY

SIMPLE. SECURE.

FOCUS
Do the right things
the right way.

S IAI DRIVEN. PROTECT
—— Our data, our systems,
. . our people.
Security Starts With You. ;
Every action matters. ;
, - EMPOWER
Use What’s Approved. o Eo ol
Protect our data and our mission. knowledge and trust.

@ \ Make Smart Choices.
“=" / Tools are helpful, but judgment is critical.

SUCCEED
Stronger together.
Every day.

Ask. Verify. Stay Informed.
When in doubt, reach out.

? Drive Results. Build Trust.
That’s how we make an impact.

W Secure today. Drive tomorrow. Lead the way.

E2R
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BEST PRACTICES

HOW WE STAY
SECURE TOGETHER.

OIOROIOIC)

FOLLOW POLICIES & PROCEDURES /
They exist for a reason. Follow them every time.

VERIFY BEFORE YOU TRUST
Double-check requests, links, and attachments.

SPEAK UP

Report anything suspicious. Early reporting prevents
bigger problems.

PROTECT EACH OTHER | OUR SECURITY IS OUR RESPONSIBILITY.
Look out for your teammates. We're stronger together. Together, we protect what matters most.
KEEP LEARNING

Stay informed. Threats evolve, and so should we. E2l 2
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OUR COMMITMENT

SECURITY IS A TEAM
EFFORT.

Together, we create a secure and resilient organization.

WE ALL PLAY A ROLE
From leadership to every team member.

COMMUNICATE OPENLY
Ask questions. Share concerns. Keep the
conversation going.

BE SECURITY MINDED Y
Security isn’t just IT’s job—it’s everyone’s

responsibility.

203 ONE TEAM. ONE MISSION.
@” ONE SECURE FUTURE.

SUPPORT EACH OTHER
Look out for your teammates and our organization.

STRONGER TOGETHER
Our culture of security drives our mission forward.

DIORCOROIC)
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THANK YOU!

THANK YOU FOR
YOUR TIME.

Security is everyone’s responsibility.
Together, we protect what matters most
and build a stronger Kentucky.

QUESTIONS?

We're here to help.

KEEP THE CONVERSATION GOING.
Share ideas, concerns, and feedback.
STAY SECURE. STAY INFORMED.

Your awareness makes a difference.
THANK YOU FOR DOING YOUR PART.
Together, we stay driven.

[ * Let’s continue to lead with purpose—and stay drivenj ELWYN RAINER II
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STRONGER TOGETHER.
SAFER TOMORROW.
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MOVING FORWARD

STAY DRIVEN.
BUILD A SECURE KENTUCKY. T!:!QUE;!SM.TYMQTU

TO SECURITY AND EXCELLENCE.

Security isn’t a destination—it’s a journey.
Together, we’ll keep moving forward.

KEEP LEADING
Lead with purpose and make security a priority.

STAY CURIOUS
Keep learning. Keep asking. Keep improving.

THINK AHEAD
Anticipate risks and prepare for what’s next.

WORK TOGETHER
Collaboration is our greatest strength.

CELEBRATE WINS
Every step forward is progress worth recognizing.

Let’s continue to protect, empower, and drive Kentucky forward. ELWYN RAINER Il
STAY DRIVEN
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