
How to Send and Receive Encrypted Email in Office 365 
 

Sender instructions 

1. Open a new email to compose 
2. Type “#encrypt” anywhere in the subject line 

a. Example: 

    

3. Compose message and send. 

 

Recipient Instructions 

1. Both internal & external recipients will receive the message below with an attachment: 

 

 

 

2. Double Click the “message.html“ attachment and select Open 
3. You will be taken to a new screen in your web browser in order to authenticate to view the encrypted message. 

 

4. Users can select either option to access their encrypted messages 



a) Recipients may use the “Sign In” option to authenticate via single sign-on (SSO) or with their regular 
Windows login credentials to view the encrypted message. 

b) Alternatively, recipients may also select the “one-time passcode” option.  This option will open a web 
browser and inform the user a passcode has been sent to their email account.  

 

 

1. Once the email with the passcode has been received, input the code into the One-time passcode 
field. 

2. Select Continue and the message will open in the browser 
 
Note:  the encrypted message is not saved in the inbox after opening. You must follow these steps each time 
open an encrypted message. Encrypted Messages are managed in Microsoft encrypted cloud solution 
 
For additional information and assistance, please contact the Commonwealth Service Desk.   
 

 
 
Commonwealth Service Desk 
Customer Services Branch 
Office of Information Technology Service Management  
Commonwealth Office of Technology 
Finance and Administration Cabinet 
101 Cold Harbor Drive 
Frankfort, KY  40601 
(502)564-7576  
(800)372-7434  
(502)564-5769 (FAX) 
commonwealthservicedesk@ky.gov 
http://technology.ky.gov 
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