COT Security Alert — Phishing Email with Malicious Link

Phishing emails continue to disrupt state government business. The most recent version is designed to appear to come
from the recipient’s email server administrators, even though the sender is usually a hacked state or local government
user email address. The email contains some poor grammar, and indicates loss of access to email if the recipient does
not “log in” to their “Outlook client” by using an included link. However, if the recipient responds to the email by
logging in as instructed, they are not logging into their email; they are supplying their login credentials to the malicious
third party who is behind the phishing campaign.

The recent phishing email may have the Subject “To All Employees & Staff”. The body of the email is shown below. Be
aware that any part of this email could change in order to escape detection by filters. If received, delete this email from
your Inbox and Deleted Items.

Impacted Groups: 2018 Outlook/Exchange Users
1 you are receiving this message the Outlook/Exchange email servers that provide your email senice will undergo scheduled maintenance tonight July 10th, 2018, from 7:00 pm to 2:00 am

Please CLICK-HERE and log in to your Outlook chent prior before 7:00 pm today to enable auto backup of all information’s on your mailbox, if you do not log into the auto backup portal, you may
lose the connection to your mailbox including all your information’s dunng the maintenance.

I you find it difficult to send or recenve messages from your Cutlook client after the mamtenance penod, or tomarrow moming, please close Outiook and then log in agam

Wa regret this inconveniance and appreciate your pabence

PLEASE DO NOT REPLY DIRECTLY TO THIS MESSAGE.
This is a Broadcast e-mail sent on behalf of the Sender and/or Department. If you
wish to respond, please follow the contact instructions in the message ONLY.

To avoid falling for this type of email scam, please remember the following:

1. Never use a link in an unexpected email to log into an email account, application or online service. Close the
email and use your usual methods of access so that you are initiating the action or, if the sender is known,
contact them to verify the email’s legitimacy.

2. Do not verify an email’s legitimacy by replying to it or by using any information it contains.

3. If an email is requesting a reply of personal information, or a response of personal information via a link to a
web page, it is almost certainly a malicious email, no matter it’s appearance.

4 _ Passwords ARE personal information.

Thank you for your continued diligence.

Notice: COT is providing this information so that you are aware of current security threats, vulnerabilities or preventive actions that may affect state government
resources. If you suspect you have become victim to a security threat, please contact CommonwealthServiceDesk@ky.gov.
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