
 
 

COT Security Alert – Samba Vulnerability 
 
 
Samba is an open source file-sharing component used by Linux, as well as other operating systems, to handle 
file-sharing with Windows systems.  Samba has announced a potentially serious vulnerability affecting 
versions 4.0.0 to 4.1.10 which could ultimately result in an attacker executing remote code as the superuser.  
Administrators are encouraged to review Samba installations and apply the available patch where possible 
after appropriate testing.   
 
More information and link to security patch: 
http://www.samba.org/samba/security/CVE-2014-3560 
  
NOTICE: COT is providing this information so that you are aware of the latest security threats, vulnerabilities, software patches, etc. You should consult with your 
network administrator or other technical resources to ensure that the appropriate actions for these alerts are followed. If you are a network administrator and need 
additional information, please call the Help Desk at 502.564.7576. 
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